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Adversarial examples: imperceptibly perturbed images
causing mis-classification.

- "o P .
y v
- ’
2 3 <
- A“ ~ " :y
WAL IEN et o PN
’ e =t w: { L
R D e e Y e i/
3 o TR . E)
e i =
R <
O 0065 > :
. | )
?, . oSN A
\ Ny ' '
’ K s
/
y
-~ 2
"

Image Adversarial Adversarial
x Noise o Example

& F 7T s o

Deep neural network f

Background

Deep neural networks (simplified):
Element-wise activation function

f(x;

Training with

w) = h(wfhw]_h(...h(w]z)))
\ Set of weight matrices {w;}/,

dataset {(z,,vyn)}"

nzl:

Target label y,, for input x,,

*

W™ = argmin Zﬁ(f(flfm W), Yn)
no R Cross-entropy loss £

Adversarial examples:
Maximize loss w.r.t. true label y —

r=x+0 with ¢§=argmax L(f(z+ d;w"),y)
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Class Manifold “5” Classifier’s

Paper, Code and Data:

davidstutz.de/hl1£2019
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and robust models possible?

on-manifold
adversarial example
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Decision
Boundary

Decision

Boundary Class Manifold “6”

B On-manifold robustness is generalization.

n Robustness and generalization not contradicting.
» Robustness has higher sample complexity.

nlng —— Adversarial Training
raining w/ On- True-Manifold Adversarial Examples

raining w/ On-Learned-Manifold Adversarial Examples
raining w/ Adversarial Transformations
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10 Disentangling Adversarial Robustness ||
and Generalization
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BB Adversarial Examples Leave Manifold

regular
adversarial example

Approximate Manifold using

Nearest Neighbors
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L, Distance to Approximated Manifold

EJ On-Manifold Adversarial Examples
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F-MNIST
Learned Manifold
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EJ On-Manifold Robustness is Generalization
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E¥ Robustness Independent of Generalization
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